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Abstract of the contribution: This contribution presents a solution to Multiplex Authentication and Reduce NAS signalling.
1. Introduction
Section 5.2.3.7 of TR 33.899 v0.4.0 mentions that “Reduced signalling overload and chance of signalling storm for massive number of UEs activating at the same time”.
This document presents a solution that multiplexes many signalling messages to one in order to significantly reduce the chance of signalling overhead and storm when a large number of devices access network at the same time.

2. Proposed Changes

It is proposed to make the following change to TR33.899 v0.4.0.
pCR

** Change start**
5.2.4.x
Solution #X: Multiplex Signalling Messages in the NAS Layer

5.2.4.x.1 Introduction
 This solution addresses key issue #2.7. The solution multiplexes messages to reduce signalling overhead and storm for network.

Specifically, Multipelxing signalling will reduce the number of NAS signalling messages, the size of communication signalling.

1. Multiplexing many signalling messages from different devices to one signalling payload will significantly reduce the amount of NAS signalling for network.

2. Reducing the size of signallings between server and gNB, because the signallings multiplexed in NAS layer and the multiplexed signalling will only reserve one signalling packet (MAC/IP/SCTP header) header for all signallings from these devices.

Furthermore, the solution ensures the latecy and efficient of all signalling at the same time.

5.2.4.x.2 Solution details
IoT devices (e.g. meter devices) access network via a Gateway, Relay UE or gNB. In this scenario, we assume the Gateway, Relay UE or gNB and network server has been authenticated with each other and established a secure channel already.

In traditional situations, all these IoT devices will send NAS signalling requests (e.g attach request) to the UE relay or gNB network, then the UE relay or gNB will foword the signalling to network. There are lots of other signalling messages that are likely to bring additional signalling overhead or even cause a signalling storm in the network.

In this solution, the Gateway, Relay UE or gNB will multiplex n (n > 1) signalling messages into one signalling message. Then, the multiplexed signalling message is sent to network through a common channel between Gateway, Relay UE or gNB and network. 
1. For uplink, the Gateway, Relay UE or gNB multiplexes the group of device access signalling messages.  Two factors are considered to trigger the multiplex procedure:

a) Gateway, Relay UE or gNB will send the multiplexed request immediately if T time has elapsed without receiving additional signalling message from another UE after gNB already buffers one or more signalling messages from one or more UEs
b) Gateway, Relay UE or gNB will send the multiplexed request immediately if aggregated signalling message exceeds Y bytes.

2. For downlink, the Gateway, Relay UE or gNB reconstructs received multiplexed signalling message and distributes each signaling message to the intended UE.
3. In order to guarantee latency and size of multiplexed message, max multiplexing latency and multiplexed signalling size are configured.

The proceduer of multiplexing signalling messages (using attach request as an example) are descripted as follows:

1. One or more devices send attach requests to access network respectively.

2. Gateway, Relay UE, or gNB receives the attach requests from the UEs, then multiplex some or all of these requests to one message according to  certain latecy or size of multiplexed message

3. Relay sends the multiplexed message to the network

4. AU receives the multiplexed message, then demultiplex the message and process these attach requests one by one.

5. AU may multiplex the corresponding identity requests in the same way as relay. 

6. AU sends the multiplexed identity request to relay

7. Relay receivse the multiplexed identity request, then demultiplex and distribute the message

8. Relay forwards identity requests to devices.

All other NAS signaling can be multiplexed using the similar procedure.
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Figure 5.2.4.x.2-1: Multipexing many NAS signallings to one message
The solution can be used in following two scenarios:

In indirect connection scenarios, device connect network via a Relay/Gateway as figure3

1. In direct connection scenarios, device connect network via gNB as figure4
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Figure 5.2.4.x.2-3: device connect network via relay
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Figure 5.2.4.x.2-4: device connect network via gNB
5.2.4.x.3 Solution Evaluation

As the statistics in TR 36.822 v2.0.0, the average size of RRC message (include NAS signalling) is 193 bytes, and assume the mtu of network is 1500 bytes, so at least 7 signallings can be multiplexed in one message.  The improvments are as follows:

1. Reducing 6 NAS channels for every 7 devices,  and saving about 75% of NAS channels

2. Reducing 6 NAS signallings for every 7 signallings, and saving about 75% of NAS signalling messages

3. Reducing packet header (MAC/IP/SCTP header) of 6 signalling for every 7 signallings, which saving 6 * (16+20+12)=288 bytes.
** Change end**
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